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The State Peace and Development Council
The Electronic Transactions Law

{ The State Peace and Development Council Law No. 5/2004 )

The 12th Waxing Day of Kason, 1366 M.E.
( 30th April, 2004 )

The Siate Peace and Development Council hereby enacts the following

Law -

Chapter |
Title and Definition

1. This Law shall be called the Elacironic Transactions Law.

2 The following expressions contained in this:Law shall have the meanings
given hereunder:—

{a) Information includes data. texis, Images. sounds, codss, compuler

(b

(c}

programmes, software and databases;

Electronic record means a record generated, sent, received or
stored by means of electronic, magnetic, optical or any other similar
technologies in an information system or for transmigsion [rom ane
infermation system to another,

Electronic data message means an information genersted, sent,
raceived or sloréd by mgans of electronic, optical or any other similar




-

\echnologies, including  electronic data interchange, fax, e-mail,
telegraph, telex and lelecopy,

(d} Computer means 2 device capable of raceiving, transmitting, storing,

processing or retrizving information and recorde, using arithmetic and
logical means by manipulation of electronic, magnstic, oplical or any
ofher similar technalogiss,

{e) Computer netwark means the network system of the interconnaction

of computers through use of saleliite or by any other lechnologies,

(i Electronic signature msans any symbol or mark arrangsd personally

ar on hiz behalf by electronic technology or any other similar
technologies to verfy the authenticity of the source of the electronic
record and the absence of amendment or substitution;

{g) Certification authority means a psrson or an organization thal has

besn granted a licence by the Control Board under this Law for
senvices in respect of the electromic signature ;

{h) Certificate means the cerificate issued to a subscrier by the

(i}

()

certification authority as an electronic dats message or other record
identifving the relation between the signer of an electronic signature
and the electronic datz message ;

Originator means a person by whom or on whose behalf the
glectronic record or electronic data message purporis o have been
created, generated or sent. This expression does not include a person
acting as an intermediary with respsct fo electronic record or electronic
data messags ;

‘Addressee means a person wno is intendec by the originator to

receive the electronic record or alectronic data message. This
expressien does nob include a person acting as an intermediary with
respect to electronic record or electronic data messags ;
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Subscriber means & parson who Is by any technologies identified as
an authentic signer of an elecirenie signature in the cerlificate :

Central Body means the Central Body of Electronic Transactions
formed under lhis Law ;

Ministry means the Ministry of Communications, Posts and Telegraphs;

Contral Board means the Electronic Transactions Conirol Board
formad under this Law

Chapter |l
Aims

The aims of this Law are as follows :-

fa)

(b

{c)

id)

(e}

to support with electronic transactions lechnology in building a modern,
developed nation:

o obiain more opportunities for all-round development of seclors
including human resources, economic, soclal and educational secior
by elecironic transactions technologies;

W recognize the authenticity and integrty of elsctronic record and
eleclronic data message and give legal protection thereof in matters of
internal and external lransactions, making use of computer network:

to enakle transmitling, recziving and storing local and foreign information
simultaneously, making use of electronie transactions lzchnologies;

o enable communicating and co-operating effectively and speadily
wilh intemational organizations, regional organizations, foreign countries,
focal and foreign government departments and organizations, private
organizalions and persons, making use of computer network,




Chapter 11
Application

4. (a) The provisions contzined in {his Law shall apply to any kind of
alactronic record and electronic data message used in the context of §. The Gov
commarcial and non-commercial aclivities  including domestic and {g) shall
interational dealings, transactions, arrangements. agreements, contracls ik
and exchanges and storage of information. hdini
and
{b) This Law shall apply io any person who commits any offence e

actionable under this Law within the country or from Inside of the
2 = by may
country to outside of the country, or from outside of the country o () Sac

inside of the country by making use of the electrenic lransactions ©)
c) ma
technology. j _
i : | 7. - The fu
5 The provisions contained in thiz Lazw shall not apply to the following bk
{a} &

matters | : tac
(=) “Will' defined in sub-section (h) of section 2 of the Succession Act) M) I3y
(b} “"Megotiable instrument” defined in section 13 of the Magotiable an
Instrurents Act; - in
(€) “Trust” defined in section 3 of the Trusts Act lc) ce
el
(d) “Power of Attorney” granted under the Powers of Altorney Act =
(e} Documents relaling to title; W
{0 Instruments prescribed in any existing law lo be registered; 2
; . : : d) &
(g} Malters exempied by the Minlstry by Issuing notification, with the ) 3

approval of the Govarnment,




Chapter |V
Formation of the Central Body of Electronic
Transactions and Functions and Dutlas thereof

&, The Government:—

{a) shall farm the Central Body of Electronic Transactions for enabling the
implementation of the-aims of tis Law, comprising the Minister for the
Ministry of Communications, Posts and Telegraphs as the Chairman
and persons from the relevant ministries, government departments and
organizations and technicians as MEMmCers:

(by may, in forming the Central Body, determins the Vice - Chairmar,
‘. i d assi ies t -
_nﬁactiﬂns Secretary and Joint Secretary and assigh duties thersof ;
& (c) may reorganize the Central Body as may be necessary.
0]

i y The functions and duties of the Central Body are as follows : -
= following

(3} laying down plans for application step by step of glectronic ransactions
technologies extensively in building the modern, developed nation

o : ; :
g o AL (b} laying down and Implementing programmes for enriching experience

Negoliable and knowledge on elecironic transactions technologies and readiness

T in globalization process

(c) carrying out activitiss to be In conformity with the policies relating to
electronic transactions technologles, legal affairs and zpecifications to
anable communicating, co-operating and dealing effectively and spaadily,
with internalional organizations, regional crganizations, farelgn countries
and local and foreign organizations |

(d) commuricating and ce-apsrating with intematicnal arganizations, regional
organizations, foreign souniries, local and forsign orgsnizations on
malters rslating to electronic ransactions technologies ;




10.

&

{&) forming the Control Board and supervising and guiding thereof

(f) forming the necsssary working committees and stipulating funclions
and duties thereof for enabling the implementation of their funclions
and duties successiully.

The Central Body may, if necessary, assign any of its functions and duties
lo an appropriate government department and organization of perscn.

Chapter V
Formation of the Electronic Transactions Control
Board and Functions and Powers therecof

The Central Body :

{a) shall, for the purposes of this Law, form the Electronic Transactions

Contral Board comprising suitable persens and experts for enabling
the supervislon of the activities of the eleclionic transactions.

(b} may recrganize the Conlrol Board as may ba necessary.

The Control Board shall exercise and carry out the following, functions and

powers under the guidance of the Ceniral Body !

fa} issuing licence to enable performing as a ceriificalion authority and
refusing to issue the sams;

{b) specifying the manner in which dealings shail be conducted betwaan
the cerification authority and the subscribers |

(&) specifying the terms and conditions and standards subject to which
the certification authority shall conduct its business and the detziled
data to be recorded in the accounts to be maintained by it;

(d) specifying the qualifications and experience that employees of the
cariification authorty should possess |
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() selting disputes relating to inlerests which anse between the certification

(A
(ah

(h}

()

(i
(k)
in
{m}
)

(o}

authority and the subscriber

facilitating the establishment of any elactronic system by a certification
authority either solely or jeintly with other cerification aulhority and
regulation of such sysiem

maintaining a database containing the disciosure record by certification

-authority of particulars that chall be accessible to the public;

reproducing, copying or extracting, If necessary, of records, accounts,

‘data and documenis siored by a cerlification authority and examining

lhereof |

having access to and inspecting and chacking the operation of any
compuler system and any associated apparatus or malerial which it
has reasonable causs o suspect is or has been in use In connaction
with any offence under this Law;

exposing and acquiring any necessary identification document from
any person with respect to any offence contained in this Law;

sxamining and supervising the activities of the certification authority ;
invesligating as may be necessary to scrutinize whether this Law and
rules, progedures, notifications, orders and directives issusd under this
Law are abided by or not;

recognizing any forsign certification authority in acccrdance wilh the
siipulations ;

submitling its activities lo the Central Body in accordance with 1he
stipulations ;

performing other funclions and. duties as are assigned by the Ceniral
Body and the Minisiry from time to time.
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11. Tha Control Board may, if neceasary.ﬁssign any of it functions and
dulies lo a body after forming it or to an expard, with the approval of lhe
Central Body.

Chapter Vi
Certification Authority

12. Any person or organization from inside or outside of the country desirous
of pedorming service as a cerificalion autharily shall apply to tha Control
Board. to obtzin the licence in accordance with the stipulstions.

13, The Control Board may, after scrutinizing the licence applicalion under
seclion 12, issue the licence to the person or organization by prescribing the
terrns and conditions or refuse o issue tha same.

14. The cedification autharity shall :

{a) utilize the trustworthy sysiem so as not fo cause intrusion and misuse
of computer hardware, scliware and procedures of computer ;

(b) prescribe a reascnable level of relability in its services-which are
reasonably: suited to the peformance of infended funcfions ;

(c) carry out the secrecy and privacy of the eleclronic signatures in
accordance with the security procedures

(d} observe the specified standards ;
{g) mention the detailed facts of electronic transactions certificate;

(N disclose its service that can be provided with respect lo issuance of
certificats |

() disclose facts thal may materially and adversely aiffect reliabilily, or
responsibility or guaranty of a cedificate that is Issued or its abilily o
perform its services
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in the event of occurrences thal may materially and adversaly afiect
dug to conditions parmitted in the certificate or failure in the computer
svslem:

{i} nolify the persan who may foresesably be afiecled, by any
pozsible means ;

{iiy act in accordance with procedures governing such an ocourrance
specified in its cerification practice statement

comply with the regulations and dutles prescribed by the Contral

Board from time lo lime.

The gerification authority who aobtains a licenee i=ssued under s=ction
13 shall, on submitting a proposal to cbiain a permit under e
Myanmar Citizens Invesiment Law or Union of Myanmar Foreign
Investment Law, apply fo the Myanmar |nvestment Commission together
with the licence issued by the Control Board,

The Myanmar Investment Commission may, with respect to spplication
under sub-section (a), se=k the remark of the Control Board, if necessary.

Chapter VIl
aubscriber

Any person, desirous of perﬁ:rmiﬁg as a subscriber, shall apply o the
certification aulhority to aobtain the certificate in accordance wuh the
stipulations.

The cerlification autherity may, after serutinizing the application undsr
sub-seclion (a), issue the ceriificate by prescribing conditions or refuse
to issue thesams.




17.

18.

The subscriver shall : —

(a) when using valid signature by decryplion of the electronic signature,
take care so ihat such decryption may not be used by others
Lir [2wfLily;

(b) in using the cerlificate izsued for lectronic signature during the psricd
granted, take care to be complstely accurate and correct with respeacl
to facts relevant to him or facts ihat are to be inserted,

{c] if the secrecy of decryption of fhe electronic signalure has been
compromised or is in 2 situalion where compromise may passioly
ceeur, inform the persons who are refaled fo his elzcironic signature
as arranged by the cerification autharity or by any suitable arrangemant
without delay.

The subscribar shall be responsible for the consequences of the loss and
damage to be caused by his failure o comply with the provisions of
section 17.

Chapter VIl
Electronic Record, Electronic Data Message and
Electronic Signature

{a) Malters prescribed to be reduced o wiling or to be signed under any
exjsting law may be made by slectronic record, electronic dala mess=ge
or electronic signature.

(b} The electronic record, electronic dala message or elacironic signaturs
made under sub-section (a) shall be lawiul as if they were mace under
the relevant law.

The criginator and the addressee shall, in accordance with the stipulated
means, perform the sending, receiving or storing of electronic record,
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elestronic data message or electronie signature. Howevar, it thers 1% e
specific agreement betwaan them, itmay be performed in accordancs with - 758

the means of such agreement,

Chapter IX
Contracts made by Electronic Technalogy

21, In making conlracts unless otherwise agreed by the pariies, offer acceptance
of offer and other requiremants rmay be made by electronic technology. i

22. The slectronic record and elsctronic data message shall be deemad to be
{hal of the originator if it was sent by the originator himself orby a person who

had the authority to act on behall of the orginator or by an information system
pragrammad by or on behall of the originatar to operate aulomatically.
23, An addresses is enfitted o regard an information electronic record or
electronic data message as being that of the ‘originator if it conforms to any of
lhe foliowing points and o act on that azsumption :
{a) sending in accordance with the procedure prev'inuai',r agreed batwesn
the originator and the addressee ;

(b} receiving by the addressee dala message which resulted from the
actionaf 3 person who has relationship with the originator or who has
the authorty io act on behalf of the originator and Eﬂndmg by a

procedure used by the originator,

b

i i A

24. On or before sending of the electronic record or eleclronic data message,
the arginator and the addresses : 3
{@) may acknowledge the receipt by any of the following procedures :
(i) cﬁmmunicating by the addresses himsell or autormated or by any

other means ;
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25.

2B.

=

{iy any conduct sufficient to indicats o ihe ariginator lhat addressee
has received il ]

ib) rmay enter into specific agreament in respect of the acrnowledgment
af receipl.

Where :

{a) the originator has siated lhat eleclronic record or the electronic data
message is conditional on receipl of the acknowledegment of the
elactronic data message or elecironic record, it shall be treatsd a3
theugh it had never baen sent until the acknowledgmen! is recsived,

() the originator has not statec that elecironic record or the electromc
dala message is conditional on receipt of acknowledgment and the
acknawledgment has not been received by the originater within the
time specified or agreed or it no tims has been specified or agreed
within a reascnable time, ths originstor may give hotice lo the
addressee slafing that no acknowledgment has been received.

Unless otherwise agreed betwesn the originalor and the addressee in
respect of dispatch and receipt of an elecironic record or electronic data
message :

{a) dispatch of It occurs when it enters information system outside the
contrel of the originalor ar his agent;

(b} the lime of receipt of it is a8 follows :
() the time when it entsrs the designated information system,
fiiy if an information sysiem which is not designated-is used, the tirme
whan it Is retrisved by the addressse ] :

{iiy if no information system has been designated, the time when it
enters an information system of the addraszee.

2.

(o) I

ofi




27.

a7

(&) Unless otherwise agreed bstween fhe griginator and the - addressse
the place of business of ihe originator shall be deemed lo be the
dispatching place and tne place of business of the addresses shall be
deemed to be the receiving place.

(o} L the originater and the addresses conduct business in more than
one place, the principal placeol business shall be desmed to be the
permanent address. If there is no place of husiness, their place of
permansnt residence shall be deemed to be e permanent address,
and if it is & comorale body, the place whare it has besn incorporatad
and establisned legaily =hall be deemsd to be the permanent addrass.

Chapter X
Taking Administrative Action

25, The Coritrel Board may, if the cerfification authority viglates any condtion '

29,

of the licence or is convicted for ne commission of any offence under inis
Law, pass any of the following administrative orders

(m) imposing a penalty as stipulated,

by suspending the licence subjsct to a time limit;

(c) canceling the licence.

The cerification authorily may, il the subscriber viclates any eondilion

contzined In the cerificate or is convicted for the commission of any
affence under this Law, pass any of the administrative orders

(2) suspending e cerificate subject to. a time lirmit;

(o} canceling the certificate.
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Chapter Al
Application for Revislon and Appeal

30. (a) A person dissatisfied with any order or decision made by the
cerification authority in respect of the refusal of issuing certificaie,
suspension of the cerificale subject to a2 time limit or cancellation of
the ceriificate may apply for revision to the Control Board within 30

days from the date of passing such order or decision;

(b) The Control Board may confirm, revise or set aside the order or
decision made by the cerification authority.

31, {a) A person dizsatisfied with any arder or decision made by ihe Control
Board in respect of the refusal of issuing cerfificate;, imposing 2
penalty as sfipulated, suspensicn of llcence subject to atime limit or
cancellation of the licence or with any other or decizion madsa under
suh-section (b) of section 30 may file an appeal to the Central Body
within 80 days from the date of passing such order or decision;

() The Ceniral Body may confirm, revise or set aside the order or
dacision made by the Control Board.

92 The decision made by the Central Body under sub-section (b) of saction.

44 shall ba the final and conclusive.

Chapter Xl
Dffences and Penalties

23 Whoaver commits any of the following acts by using electronic transaclions
technology shall, on convigiion be punished with imprisonment far & term which
may extend frama minimum of 7 vears fo a maximum of 15 years and may

alzo be liable to a fine!
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(@}

(2]

hath :
(&)

(b}

(<)

id)

=
doing any act detrimental o the security of lhe Stale or prevalence of
law and order or community peace and Iranguillity or national solidarity
or national economy or nalional culture.

receiving or sending and -:Iistrihu_tin'g amy information relating to secrets
of the security of the State or prevalence of law and order of
community pescs and tranguilily or naticnal solidarity or national
gconomy or national culture.

94 \Whaever commits any of the following acts shall, on conviction be punished
with imprisonment for a term which may exlend to 5 years or with fine or with

sending, hacking, madifying, altering, destroying, stealing, or causing
loss and damage (o ins electronic record, electronic data message, or
the whole or part of the compuier programme dishonestly;

intercepting of any communication within the computsr network, using
or giving access fo any perscn of any facl in any communication
without parmission of the originalor and the addressee;

communicating to any other person direcily or indirectly with a security
number, password or electronic signature of any perscn without
parmission o consent of such parscn,

crealing, modifying or altering of information or distributing of informaticn
created, madified or akersd by electronic technology to be detrimantal
to the interest of or o lower the dignity of any organization or any
parson. '

35. Any certification authority or any of .his officer or employee who violates
any of the prohibitions contzined in the order issued by the Contral Board shall,
on conviction be punished with imprisonment for & term which may extend to
3 vears or with fine or with both.

TrTLE




S6. Whoever viclates any of the prohibitions containad in the rules, notifications

and orders issued under -this Law shall, on conviclion be punished with
imprisonmeant fer a term which may extend to 1 Year or with fine or with both,

37. Whoever commils any of the fallowing acts shall, on eomviction be
punished with imprisonment for a term which may extend to 1 vear or with fine

or with

(a)

(b}

38. Wh

hoth « -

knowingly misrepressnts to the ceriification autharity his identity or
authorisationin applving for a cerlificate or in submitling for suspension
or cancellafion of g cerificate;

obstructing or impeding or assaulling the Central Body and body or
HBISOn assigned duty by it or the Contral Board and body or person
assigned duly by it which performs the funclions and duties in
actordance with this Law or failing to comply with the demand lo
Perform in accordance with this Law.

oever aftempts to commit any offence of this Law or conspires

amounting to an offence or abeis the commission of an offence shall be
punished with the punishment provided for such offence in this Law.

Chapter Xl
Miscellaneoys

39. The ‘govemment departments and organizations shall recognize the

fransact

ion &f electronic record ar eleclronic dala message as lawdul for the

following matters -

(&)
{b)
(c)

submiliing, accepting or retention of decuments ;
issuing permit, licence ar approval ;

tlaiming the required payment, paying, receiving and Iss5uing a receipt
therefor,
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40). The persons making use of elecironic transactions may determine lhe
required type and level of securily of elsctionic record and electronic data
message and may selact, use and implement the methods which accord with
{heir requirgmsant,

41, The Ministry shall determine the tenure of licencs, licence fees and
renewal fees of tenure of licenca in respect of -business licence to enable
parformance as the cerification authority.

42, The Control Board has the right te recover the fees and fines to be
reczived under this Law from the -defaulter as if they wsre arrears of lznd
revenue,

43, The Ministry: —

(a) may prescribe and allow remineration-fe the members of the Central
Body, who'lgre not govemmient ssrvants,

(B} shall arange to carry out the functions of the office of Central Body
and shall alsoc bear ine expensas,

44, In prosecuting under this Law, prior sanction of the Central Body shall be
oBtained.

45, Any gffenescontained in thiz Law is cognizable by the Myanmar Folice
Force.

48, If an exhibit involeed in any offence prosecuted under this Law is not
easily producible bafora the Court, such exhibit needs not be produced before
the Court. Howawver, a report with other relevant documentary evidence as to
the manner of custody of the same may be submilted. Such submission shall
ba deemed as if # were a2 submission of the exhibil before the Court and tha
relevant Court: may dispose of the same inaccordance with Law,




48. Information, electronic record, electronic data message, elecironic Signature
or ather documents tommunicated between (ha originator and the addresses
shzll bol be denied legal effect, validity or enforceahility selely an the ground
of being made thraugh electranic technology.

48, No sult or prosecution shall lie against the Cenfral Bady and body or
person assigned duty by it or the Control Bogrg and body or person assigned
duly by it or the certification authority for dulies and functions done in good
falth in pursuance of this Law. '

=0. The Ministry may, with the approval of the Govemnment, 1S5UE a notification
if necassary, to clarify the definition of any technica terms of this | gw

51 Motwithstanding anything conlzined in any existing law, ths provisions
contained in this Law shal prevail over tha provisions not in conformity with ar
coniradicting any provisions contained in this Layw.

22, n Impiémanﬂng the provisions of (his Law : -

(@l the Ministry may, with the approval of the Government, issye Necessary
rules and procedures:

(b} the Central Body and the Ministry may issus Necessary nofifications,
orders and directives andg the Control Board may issue. necassary
directives,

(5d.) Than Shwe
Senior General
Chairman
The State Peace and Development Council
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